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Introduction

The Money Laundering and Terrorist Financing (Amendment) Regulations 2023 came into
force on 10 January 2024. The fundamentals of performing risk assessments and due
diligence as required by The Money Laundering, Terrorist Financing and Transfer of Funds
(Information on the Payer). The regulations place obligations on the Council and on its
employees with regard to suspected money laundering. This guidance document is aimed to
help you understand your responsibilities as an employee of the Council, to support you in
identifying potential suspect transactions during the course of your work and provide you with
a mechanism for such transactions to be reported to an appropriate officer for evaluation.

What is Money Laundering?

Money laundering is the generic term used to describe the process by which criminals disguise
the original ownership and control of the proceeds of criminal conduct by making such
proceeds appear to have derived from a legitimate source. In other words, the process of
changing ‘bad’ money into ‘good’ money in order to hide the fact that the money originated
from criminal activity.

The following Primary Offences constitute the act of money laundering:

e concealing, disguising, converting, transferring criminal property or removing it from
the UK (section 327 of the Act); or

e entering into or becoming concerned in an arrangement which you know or suspect
facilitates the acquisition, retention, use or control of criminal property by or on behalf
of another person (section 328); or

e acquiring, using or possessing criminal property (section 329);

What are the Council’s Responsibilities?

Whilst Local Authorities are not directly covered by the requirements of the Money Laundering
Regulations 2023, guidance from finance and legal professions, including the Chartered
Institute of Public Finance and Accounting (CIPFA), indicates that public service organisations
should comply with the underlying spirit of the legislation and regulations and put in place
appropriate and proportionate anti-money laundering safeguards and reporting arrangements.

The Council is committed to preventing, detecting and reporting money laundering.

Section D7 of the Council's Financial Regulations states that all Directors need to ensure that
their employees are made aware of and comply with the Council’s Money Laundering
Guidance.

The Council’s responsibilities will include:

e appointing a Money Laundering Reporting Officer (“‘MLRQO”) to receive disclosures
from employees of money laundering activity;

e implementing a procedure to enable the reporting of suspicions of money laundering;

¢ maintaining client identification procedures in certain circumstances; and

e maintaining record keeping procedures.

The Council’'s Anti-Money Laundering Policy can be found on the Intranet.



What are the Responsibilities of the Employee?

All employees must be vigilant for the signs of money laundering.

The key requirement on employees is to promptly report any suspected money laundering
activity to the Money Laundering Reporting Officer (MLRO).

If you do not promptly report any suspicions that you may have, you are at risk of committing
a secondary offence known as “Failure to Disclose”. As a Council employee you commit an
offence if you know or have reasonable grounds to suspect that another person is engaged in
money laundering and you do not make the required disclosure as soon as is practicable after
the information comes to you.

You also need to be aware that there is another secondary offence known as “Tipping Off”.
You need to maintain strict confidentiality in respect of any suspected Money Laundering as
you are at risk of committing an offence if you inform a person(s) who are, or are suspected
of being involved in money laundering, in such a way as to reduce the likelihood of it being
investigated or prejudicing an investigation.

In respect of any receipts in excess of £10,000 and any bank payments from unknown or
overseas banks you will need to take measures to ensure the legitimate source of these funds.

Please refer to the Customer Due Diligence section for information on verifying a customer’s
identification.

What are the penalties?

People who commit a secondary offence of “Failure to Disclose” or “Tipping Off” could face a
prison sentence of up to five years, a fine, or both.

What is Customer Due Diligence?

Where the Council is carrying out certain ‘regulated activities’ then extra care needs to be
taken to verify the identity of the customer or client — this is known as carrying out customer
due diligence.

‘Regulated activities’ include the provision of advice about tax affairs, accounting services,
treasury management, investment or other financial services, audit services, legal services,
estate services, services involving the formation of a company or trust or dealing in goods
whereby a transaction involves a cash payment of €10,000 (approximately £8,500) or more.

Here are some simple questions that will help you decide if it is necessary:
e Is the service a regulated activity?
e Is the Council charging for the service? and,
e |s the service being provided to a customer other than a UK public Authority?

If the answer to any of the above questions is no, then customer due diligence is not
required.

If the answer to all three questions is yes, then customer due diligence is required before
any business is undertaken for that client.



In instances that require customer due diligence then evidence of identity must be sought.
For individuals this could include:
¢ Photographic identification i.e. passport or driving licence and two documents which
confirm the customer’s address i.e. utility bills (although not mobile phone bills) or
bank statements
For companies this could include:
o Checking with the customers website to confirm their business address;
e Conducting a search via Companies House to confirm the nature and business of the

customer and to confirm the identities of any directors; and,
e Seeking evidence of personal identity, for example their passport.

Enhanced Customer Due Diligence (and Ongoing Monitoring)

In certain circumstances it will be necessary to undertake what is known in the Regulations
as Enhanced Customer Due Diligence. In summary, this will be necessary where:

e The customer has not been physically present for identification purposes; or
¢ In any other situation which by its nature can present a higher risk of money
laundering or terrorist financing.

To compensate for the higher risk you must obtain additional documents of identity and also
carry out ongoing monitoring. This means you must scrutinise transactions throughout the
course of the relationship to ensure that the transactions are consistent with the Council’s
knowledge of the customer and keep the information about the customer up-to-date.

Who is the Council’s Money Laundering Reporting
Officer (MLRO)?

The officer nominated to receive disclosures about money laundering activity within the council
is the Service Director for Finance (S151 Officer).

In the absence of the MLRO, the Finance Manager (Deputy S151 Officer) is authorised to
deputise.

Both of these officers are based at Castle House and can be contacted as follows:

Telephone: 01782 742112 (Service Director for Finance, S151 Officer)
craig.turner@newcastle-staffs.gov.uk

Telephone: 01782 742129 (Finance Manager, Deputy S151 Officer)

stephen.heppell@newcastle-staffs.gov.uk



What should | do if | suspect Money Laundering?

If you suspect an instance of money laundering activity you must report your suspicion
promptly to the MLRO, or deputy using the form attached as Appendix A. If you would
prefer you can also discuss your suspicions with the MLRO or deputy first. You must follow
any subsequent directions of the MLRO or deputy and must not make any further enquiries
into the matter yourself without authorisation from the MLRO or deputy.

Where can | find out more information about Money
Laundering?
You can refer to various pieces of legislation including:

e The Money Laundering, Terrorist Financing and Transfer of Funds (Information on
the Payer) Regulations 2023.

e The Proceeds of Crime Act 2002;

e The Terrorism Act 2006.

You can also refer to The National Crime Agency (www.nationalcrimeagency.gov.uk)



http://www.nationalcrimeagency.gov.uk/

Appendix A

**RESTRICTED** CONFIDENTIAL

REPORT TO THE MONEY LAUNDERING REPORTING OFFICER

Details of Suspected Offence:

Details of the person(s) involved:
(Please supply as much detail as possible including full name, address, date or birth, bank

account details etc. For companies please also include the registered address and nature
of the business)

Nature, value and timing of activity involved:

Reasons for suspicions:

Continue on a separate sheet if necessary.

Name: Directorate: Ext:

Signed: Date:
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